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1. Muc dich

,

Phu luc
\UE DICH VU TRUNG TAM TiCH HQP DU

TIER 3 TRO LEN HOAC TUONG PUONG
Jviin s6 100 /SKHCN- CNTT&DPKG)

Lam co s& xac dinh gia dy todn va hinh thirc cho nhiém vu “Thué Trung tdm
tich hop dir li€u cua tinh Ba Ria - Viing Tau”.

2. Hinh thire trién khai

Thué dich vu cong nghé¢ thong tin.

3. Yeéu cau bao gia

3.1 Thué dich vu hé théng may chi 40 dung riéng (private cloud) sir
dung cong nghé dién toan dam may

a) Yéu cau bao gia cac géi dich vu tiéu chuan.

Nha cung céap dich vu ¢ thé chao may chu theo géi (dua theo vCPU)

Géi dich

A Lo Goi dich | Géi dich | Géidich | Géi dich | Géi dich | Géi dich
MO ta . O . . O .
vul vu 2 vu 3 vu 4 vu 5 vu 6 vu 7
vCore 2 4 6 8 12 16 24
RAM
(GB) 2 4 8 16 16 24 32
Luu trir 50 100 200 300 500 500 900
(GB)
Bang
thong 1Gbps 1Gbps 1Gbps 1Gbps 1Gbps 1Gbps 1Gbps
internet
S6 dia
chi IP 1 1 1 1 1 1 1
Data . . . . . .o _
Unlimited | Unlimited | Unlimited | Unlimited | Unlimited | Unlimited | Unlimited
Transfer
b) Pon gia tai nguyén may chu
STT | Khdi lwong Pon vi
1 1 vCore
2 1 GB RAM
3 1 GB Luu tri

¢) Dich vu bd sung




STT Mo ta dich vu

1 1 dia chi IP

2 | Cung cap Hé diéu hanh trén may chu (c6 ban quyén) va dich vu t6i vu hé thong

d) S6 lwong may chi

TEN CAU HINH
- lgﬁg VCPU | RAM (GB) | LUU TRU (GB) HII;: E;EIU
1| VM1 64 256 3.500
2| VM2 64 256 3.500
3| VM3 8 16 200
4 | VM4 8 32 600
51 VM5 4 16 700 Windows Server
6 | VM6 4 8 1.000
7| VM7 12 32 300
8 | VM8 16 48 3.500
9| VM9 8 32 10.000
10 | VM10 32 64 600
11| VMI11 8 16 160
12 | VM12 8 16 1.000 Windows Server
13 | VM13 16 32 800
14 | VM14 16 32 800
15 | VM15 16 32 3.000
16 | VM16 16 32 11.500
17 | VM17 12 40 5.000
18 | VM18 12 40 12.000
19 | VM19 8 28 500
20 | VM20 16 64 400
21 | VM21 16 64 400
22 | VM22 4 12 500
23 | VM23 4 12 500
24 | VM24 4 12 500
25 | VM25 16 48 400




TEN CAU HINH
STT i‘ﬁl‘j VCPU | RAM (GB) | LUU TRU (GB) HII;: ;’;EU
26 | VM26 6 16 1.000
27 | VM27 8 16 700 Windows Server
28 | VM28 16 32 12.000
29 | VM29 16 48 400
30 | VM30 6 4 50
31 | VM3l1 4 4 50
32 | VM32 4 8 50
33 | VM33 8 32 1.000
34 | VM34 6 16 1.000
35| VM35 16 32 100
36 | VM36 8 16 500 Windows Server
37 | VM37 16 32 300
38 | VM38 16 32 300
39 | VM39 16 32 300
40 | VM40 4 8 570 Windows Server
41 | VM41 32 64 2.000
42 | VM42 32 64 2.000
43 | VM43 32 64 2.000
44 | VM44 4 8 200
45 | VM45 8 16 100
46 | VM46 6 18 4.000
47 | VM47 4 10 100
48 | VM48 8 32 11.500
49 | VM49 8 32 14.700
50 | VM50 2 16 1.000 Windows Server
51 | VMSI 4 8 200
52 | VM52 8 32 1.100
53 | VMS53 16 32 200
54 | VM54 16 32 200




TEN CAU HINH
STT i‘ﬁl‘j VCPU | RAM (GB) | LUU TRU (GB) HII;: ;’;EU
55 | VMSS5 8 16 200
56 | VMS56 4 8 100
57 | VMS57 8 40 100
58 | VM58 8 48 100
59 | VM59 8 48 100
60 | VM60 8 48 100
61 | VM61 8 40 100
62 | VM62 8 40 100
63 | VM63 8 48 100
64 | VM64 20 56 100
65 | VM65 16 32 1.000
66 | VM66 12 40 500
67 | VM67 8 40 200
68 | VM68 8 48 300
69 | VM69 8 16 100
70 | VM70 16 32 200
71 | VM71 16 32 200
72 | VM72 8 32 100
73 | VM73 32 120 100
74 | VM74 4 4 100
75 | VM5 8 24 200
76 | VM76 6 8 200
77 | VM77 8 16 500
78 | VM8 16 48 200
79 | VM79 16 48 200
80 | VMS0 6 12 600
81 | VMSI 6 8 100
82 | VMS2 6 8 100
83 | VMS3 6 8 100




TEN CAU HINH
STT i‘ﬁl‘j VCPU | RAM (GB) | LUU TRU (GB) HI}{‘: ;;EU
84 | VMS84 8 48 11.000
85 | VMS5 8 32 11.000
86 | VMS86 8 32 11.000
87 | VMS87 8 24 100
88 | VMS8S8 6 16 200 Windows Server
89 | VMS89 16 32 600
90 | VM90 8 32 100
91 | VM91 8 32 100
92 | VM92 8 32 100
93 | VM93 16 32 200
94 | VM94 8 32 200
95 | VM95 8 32 10.000
96 | VM96 16 64 700
97 | VM97 16 64 200
98 | VM98 4 8 150
99 | VM99 4 8 150
100 | VM100 4 8 150
101 | VM101 4 8 150
102 | VM102 4 8 150

d) Yéu cau chi tiét nang luc tdi thiéu cua trung tim dit liéu

Yéu cau nang luc cung cap dich vu

STT

Noi dung yéu cau

Nha cung cép dich vu c6 chirng nhan ISO/IEC 27001:2013 vé hé théng quan
1y an ninh thong tin

2 | Nha cung cip dich vu phai c6 Gidy phép kinh doanh san pham, dich vu an toan
thong tin mang theo quy dinh ctia Nghi dinh 108/2016/ND-CP ngay 01/7/2016
cua Chinh Phu

3 | Nha cung cép dich vu phai dat tdi thiéu cép do 3 vé an toan hé théng thong tin

dbi véi Trung tam du liéu theo Nghi dinh 85/2016/ND-CP cua Chinh phu do
co quan c6 tham quyén xac nhan




4 | Nha cung cép dich vu c6 san Trung tdm dit liéu duoc thiét ké theo tiéu chuan
TCVN 9250:2021 (hodc tiéu chuan ANSI/TIA-942-B:2017), hodc tiéu chuan
Uptime Institute duoc danh gia, cong bd dat tiéu chuin va mic dam bao ki
thuat t6i thiéu mirc 3

Yéu ciu vé phwong 4n trién khai va thye hién di doi hé thong

Nha cung cap dich vu phai cung cip phuong an trién khai va thuc hién di doi hé
thong trong thoi gian khai tao dich vu; phuong an trén phai dam bao khong lam gian
doan cac dich vu dang str dung ctia hé théng dam bao hoat dong lién tuc, an toan an ninh
thong tin va toan ven dir li¢u sau khi chuyén doi.

Thoi gian trién khai, chuyén d6i hé théng va dit liéu t6i da 7 ngay (ké ca ngay
tht bay, chi nhat, nghi 18).

Yéu ciu chit lwgng dich vu

- Phai cam két va dam bao cép phat day du Resource pool cho hé thng private
cloud theo khoi lrgng ma bén sir dung dich vu yéu cau va phai dam bao du phong toi
thiéu 20% tai nguyén Resource pool dé hé thong van hanh 6n dinh.

- Thong béao vé cac ban cap nhat, va 151 ¢6 thé anh huong to1 chu tri thué dich vu.

- Pam bdo tuyét dbi vé an toan thong tin, thudng xuyén cap nhat cac phién ban
phan mém giai phap méi nhat d6i voi dich vu cung cip.

- Giam sat server cua khach hang va canh bao qua email/SMS/Phone Call khi:

+ CPU/RAM/HDD cua khach hang su dung vuot qua 70%

+ Server cua khach hang khong thé ping duoc

+ Service web dugc theo ddi ctia khach hang khong thé connect dugc

- Theo ddi ngudng stir dung tai nguyén CPU/RAM/HDD va béo céo khach hang
xem xét nang cap khi tai nguyén CPU/RAM/HDD sir dung thudng xuyén trén 70%.
bam bao qua trinh két qua sao luu backup dir licu, kiém tra va dam bao dir liéu backup
c6 thé khoi phuc duoc toan ven.

- HO tro k¥ thuat:
Thay d6i cdu hinh bao mat OS theo yéu cau
Cap nhat ban va va nang cap OS theo yéu cau
HOb tro cai dit va cau hinh Apache, Nginx, PHP, MySQL, IIS theo yéu cau
H) tro kiém tra phat hién 15 Database, Web Server, Email Server theo yéu

+ + + +

cau.

Restart dich vy Database, Web Server, Email Server theo yéu cau.
Thiét 1ap co ché sao luu backup dit liéu dinh ky.

Khéi phuc tir ban backup theo yéu cau.

+ + + +

Cai dit cac dich vu va phan mém theo yéu cau, dam bao cac phan mém c6

license (hé diéu hanh), twong thich v6i hé diéu hanh server va duoc hd trg day

du.

+ Cap nhat va cai dat ban va cac dich vu va phr;in mém theo yéu cu khi dam
bao phan mém dugc hd tro diy du va tuong thich.

+ Cai dat bao mat server, chinh sura rule firewall cta server theo yéu cau.



+ HOb tro cai dat toi uu chéng tan cong botnet quy mo vira va nho, véi cac cude
tan cong quy mo 16n hodc cach tdn cong tinh vi hon nha cung cp dich vu s&
tu van phuong an cho khach hang.

+ Tu van ciu hinh can nang cap khi ciu hinh khong dép tmg dugc tai.

- Tiéu chuén ha téng ky thuat dat h¢ théng cung cép dich vu private cloud

TT Théng s6 ky thuit Yéu cau
1 | Ha ting dam bao hoat dong 99,99% Co
) H¢ théng UPS dy phong 2 x (N+1) hoat dong doc 1ap, phan Co

phdi trén 2 thanh nguén PDU khéc nhau trong cling ti rack
3 | May phat dién (du phong 1+1) Co
Cép nguon dién ludi cho trung tim dit liéu tir 2 tram bién ap ,
4 Sy e 1, Co
tai hai vi tri khac nhau
Diéu hoa nhiét d6 sir dung cong nghé may lanh chinh xac
5 | (nhiét d6 :21°C + 1°C; 6 am: RH 55% + 5%, toc do gio: Cod
20.000m3/h)
Hé thong camera, khoa s, thé tir kiém soat ra/vao khu vuc ,
6 Co
IDC
7 | Hé thong chira chay tr dong FM200 Cod
8 | Hé thong cat 16¢ sét ngudn dau vao, sét lan truyén Co
9 | Hé thong tiép dat dam bao dién trg <2Q Co
- Tiéu chuan vé dich vu may chua 4o dung riéng (dich vu Private cloud)

STT Cic thong s6 SLA Chi ti¢u
1 Df') khat dung dich vu ha tang Cloud trung binh 99.99%

trén thang
Canh bao (email, SMS) khi tai nguyén h¢
2 thdng (CPU, RAM, Storage) vuot 70% so voi Gui ngay

céu hinh da cap phat

Cam két thoi gian dap Gng va giai quyét su cb
3 ctia chu tri thué dich vu trong vong 30 phuat ké 100%
tir khi phat sinh yéu cau

Resource pool cho hé thong private cloud
4 cung cAp may chil a0 (VM) khong gidi han 100%
vCore, RAM va Storage

Toan bd may cha vat 1y cta hé thong Private
Cloud déu duoc trang bi 2 card mang port
10Gbps hoat dong du phong, duoc két ndi vao
hé théng mang co giao tiép 10Gbps

Co




STT

Cic thong s6 SLA

Chi tiéu

Cong nghé RAM cho may chu do (VM) st
dung RAM that (KHONG lay HDD lam
RAM) va set dung dung luong thyc vao thang
VPS, KHONG SHARE véi VM khac dé dat
tdc d6 cao nhat

Co

Ha tang Private Cloud dam bao h¢ thong
server vat ly duoc t6 chuc du phong, phan tai,
két ndi theo mo hinh cluster, c¢6 tinh nang cao
cAp vMotion, HA, FaulTolerance,.... cho phép
cac may chu 4o hoat dong khong gidn doan
khi c6 16i may chu vat Iy/node mang.

Co

Hé thong luu trir dam bao tinh dy phong cho
hé théng diéu khién tu dia, SAN Swich, card
giao tiép luu trit/server

Heé thong diéu khién ti dia
hoat dong & ché do cluster 4
node

2 x SAN switch

2 x card HBA/server

Hé thdng luu trit c6 cong nghé Storage Virtual
Machine cho phép phan tach cac phan viung
Iuru trit riéng biét cho mdi chu tri thué dich vu
dam bao an toan thong tin cao

Co

10

Hé thdng luu trit c6 kha ning mé rong dung
luong 1én dén hang PetaByte. H) tro dit lidu
di chuyén linh hoat qua lai gitta cac nodes luu
trlr khong 1am gian doan truy nhap dir ligu.

Co

11

Hé thdng luu trit tich hop céng nghé sao luu
dir liéu (nhan bao va sao luu) cho phép sao luu
va phuc hdi dit liéu mdt cach nhanh chong tu
Disk sang Disk.

Co

12

Dung lugng luu trit trén SAN cép thuc theo
nhu ciu sir dung

100%

13

IOPS (Input Output per second) theo phuong
phép doc/ghi ngau nhién random operation
4K.

IOPS >=23.000, trong do6
IOPS write >= 7.680

14

Throughput (thong luong ghi, theo phuong
phap ghi tuan tu sequence operation)

>= 90MB/s

15

Latency (d0 tré)

<=5ms

16

Cong nghé luu trix

RAID 1,5,6,10 uptime
99,9%




STT

Cic thong s6 SLA

Chi tiéu

17

Toan quyén quan tri hé thong Private Cloud

Co

18

Cung cip cong dich vu ty quan Iy va van hanh
ha tang private cloud cia minh gém: tao/xo04
may chu 4o (VM); cac 16p mang khac nhau (t
chtrc theo mo hinh Front End — Back End);
diéu chinh cau hinh va hoat dong VPS trong
private cloud nhu: Khoi dong (Power ON),
Tam dung (Subspend), Ngung hoat dong
(Power OFF), Thiét 1ap lai trang thai hoat
dong (Reset), Sao chup anh may chu
(Snapshot), nang cip may chit (vCPU, RAM,
HDD) khong lam gian doan hoat dong

Co

19

Cung cip cong cu dé lya chon cip phat cac
may chil a0 (VM) véi hé diéu hanh Windows,
CentOS, Linux...; cac g dung: Microsoft
SQL, MySQL, Sharepoint.... tr danh sach
phén mém c¢6 san hodc tu tao trong Private
Cloud theo nhu cau ctia minh

Co

20

S6 lugng domain dugc host

khong gi6i han

21

Cung cip hé diéu hanh c6 ban quyén cho VM

100%

22

Cong trong nudc

100Mbps

23

CoOng quoc té

10Mbps

24

IP cho méay chu 4o

01 dia chi IP cho 01 VPS
Server

25

Luu lugng thong tin dugc géi nhan

Khong gidgi han (Unlimited)

26

Support Help Desk / Phone

24x7x365

27

Khéi dong Server mién phi

24x7x365

28

Nha cung cip dam bao cung cap hé thdng dich
vu Private Cloud vén hanh tdt, 6n dinh (uptime
99,99% ) d tin cdy cao (khong phat sinh 16i hé
thdng), dam bao tinh mé rong khong gidi han
v6i cac md hinh trién khai hé thong phan mém
tmg dung hd trg trén cac hé diéu hanh (Xem
phu Iyc 08) theo khuyén céo ctia nha cung cip:

- Mo hinh may chu don (non-clustering).

- MO hinh clustering: Failover/failback
clustering (ca hai mo6 hinh active-active
clustering va active-standby clustering),

Co
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STT Cic thong s6 SLA Chi tiéu
network loadbalancing.

- Mo hinh High-Availability (HA): HA,
HA-Load balancing.

- Céic mo hir}h triéen khai khac theo
Nguyén tic RAS  (Reliability-
Availability-Scalability).

Nha cung cip dam bao tinh ning phong chdng
ransomware ¢ muc luu trir dam bao bao vé dir
liéu sao luu khoi bi stra d6i hodc x6a boi cac
cudc tAn cong

29 Co

Hé thong luu trix ¢6 tinh ning khoa ving dit liéu
du phong, bao v¢ dir liéu vung luu trit , ban luu
30 | tr&r dy phong trong moi truong quan ly nghiém Co
ngat ma ngay cd quan tri vién luu trir cling
khong thé tu ¥ can thiép xoa sira.

Heé thdng luu trit c6 tinh ning ML/AI phan tich
dir liéu lyu trir nham cung cap kha nang hién
thi gitip viéc Khac phuc sy ¢d, giam sat , canh
bao sém .

31 Co

- Yéu céu tiéu chuin chung vé dich vu hé thong private cloud

Nha cung cip dich vu cung cap ha tang k¥ thuat danh riéng theo mo hinh private
cloud(IaaS) dat tai TTDL theo tiéu chuan tier 3 véi cong nghé a0 hda manh mé, dam
bao an toan bao mat cao. Pam bao cac yéu cau tdi thiéu sau:

+ On-demand self-service — tu phuc vu nhu cau: chu tri thué dich vu ¢6 kha nang
tu quan 1y, giam sat dich vu da thué ma khong phu thudc vao don vi cung cép cloud.

+ Broad network access — kha nang truy cap mang dién rong kha‘ip: cac dich vu
cloud can duoc truy cp thong qua cac két ndi Metronet, Internet véi chinh sach truy
cap theo yéu cau.

+ Resource pooling — ving tai nguyén: cac dich vu private cloud str dung ha ting
k¥ thuat doc 1ap, danh riéng, khong chia s¢ véi bét ctr chu tri thué dich vu nao khac.

+ Rapid elasticity or expansion — co giin nhanh chéng: nha cung cép dich vu
cloud phai dam bao cung cip dich vu dap tng duoc nhu ciu scale up va down cac hé
thdng dang van hanh mot cach nhanh chéng va don gian.

+ Measured service — do luong dich vu: kha nang cua dich vu cloud dugc tdi wu
cho Iuu Iugng str dung cua chu tri thué dich vu va dugc bao cédo thuong xuyén, tuy dong
dén chu tri thué dich vu.

+ Nha cung cap cung cap dich vu phai hd tro chu tri thué dich vu 24x7x365.

+ V& quan trj hé thdng: Bén sir dung dich vuphai dugc cung cap cong cu quan tri
va toan quyén quan tri hé thong Privite Cloud d6i véi dich vu minh thué (c6 quyén chu
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dong phan chia, cau hinh va quan 1y tai nguyén, cai dat h¢ théng phu hop véi nhu cau
st dung thong qua cong cu quan 1y tap trung).

- Puong truyén

STT Cac thong s6 SLA Chi tiéu
1 | D6 kha dung mang trung binh trén thang 99,98%
2 | Til¢ rot gobi trung binh trén thang (<) 1%

3 | Dot
- | Trong nudc (<) 30ms
- | Quéc té (<)
HongKong 70 ms
Singapore 70 ms
USA 320 ms
Japan 250 ms
EU 350 ms
3.2 Thué dich vu an toan thong tin, sao luu backup dir li¢u
a) Cac dich vu
e Don vi S6 Thoi gian
STT Nt dung tinh lwgng | thué (Thang)
I Thué dich vu tang cwong an ninh
thong tin dap wng cap do 3
1 | Dichvu VPN tal 2 12
khoan
Dich vu phat hién va ngan chan xam , ,
2 nhap IPS may chu 102 12
3 Thué tuong lra ing dung web (WAF) ! 3:10}1 1 12
4 Dich vu can b::ing tai L dich 1 12
vu
5 Dich vu tuong ltra Co s¢ dir liéu 4 license 1 12
Dich vu tuong ltra da 16p (Internal , ,
6 Firewall + Externam Firewall) méy chu 102 12
7 Dich vu phong chdng tin cong tir chdi | 1 dich | 12
dich vu (DDoS) vu
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r

e Pon vi So Thoi gian
STT Noi dung tinh lwgng | thué (Thang)

Dich vu quan 1y mat khau dic quyén .
A N \ L 1 dich

8 | tap trung cho céc tai khoan quan tri vu 1 12
quan trong )

9 | Dich vu gidm sat may chu may chu 102 12
Dich vu giam sét an toan hé thong , ,

10" | thong tin tap trung (SIEM) méy cha | 102 12

11 |Dich vuphong chong phanmémdoc | .o i 0, 12
hai trén moi1 truong mang

12 | Dich vu sao luu va phuc héi di liéu GB | 171.330 12

13 D}ch Vl;l phong chong ma doc trén méy chi 102 12
may chu

14 li[;;ch vu phong chong that thoat di méy chi 100 12

b) Yéu cau chi tiét vé noi dung va nang luc cac dich vu/giai phap an ninh thong tin
cho thué

Stt Noi dung Pham vi cung cép

Str dung giai phép thiét 1ap cdu hinh bao mat cho chirc ning
két ndi VPN khi quan tri hé théng tir xa truy cdp vao hé
thong

Giai phap dugc tich hop trén Thiét bi Tuong lira:
Hb trg VPN dang site-to-site hay truy cap xa, don gian va
quan ly tap trung.

Nang cao tinh bdo mat ctia IPSec VPN

1 Dich vu VPN

Hé thdng phét hién va phong chong xam nhap (IPS) giai
phap phan cimg chuyén dung.

- Giam sat, chéng xam nhap tai céng két ndi Internet cho
toan mang.

Dich vu phat hién va ) ) .
- Theo ddi1 cac hoat dong bat thuong do1 véi h¢ thong.

2 | ngan chan xam nhap
IPS - C6 kha nang tuong tac v6i hé thong Firewall dé ngan chin
kip thoi cac hoat dong tham nhap hé thong.

- Kiém soat cac ung dung ra/vao hé thong gateway.

- Kiém soat va chdng cac hinh thirc xAm nhép hé thong.

Hé théng tudng ltra ing dung bang giai phap phan ctng
Thué tudng Ira ing | chuyén dung.

dung web(WAF) | - Bam bao d6 an toan, bao mat hé thong cong Tinh.

- Hd tro cac giao thuc ¢ ting tng dung: HTTP,
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Stt Noi dung Pham vi cung cip
HTTPS/SSL, XML...
-C6 kha nang “Va ao” (Virtual Patching) cac 16 hong tng
dung web dugc WAF phat hi¢n.
- Gif’lm sat, phat hién va ngan chin céc tan cong khai thac
16 hong trng dung web.
- M3 hoa két nbi quan 1y cta quan tri vién.
- Bao vé & Layer 3-4 (TCP/IP) hd tro SSL.
- Thong lugng (Throughput): 1000 Mbps.
Hé thdng can bang tai bang giai phap phan ctng chuyén
dung. ’
- Phan chia tai trén trén hé thong
. - Tang tdc tng dung web
4 | Dichvucanbang tai | _ L7 requests per second : 850K
- L4 connections per second : 300K
- L4 HTTP requests per second : 2.5M
- Maximum L4 Connections dong thoi : 10M
He¢ thong tudng lira co s dir liéu chuyén dung.
- Tu dong tim kiém va ph'?m loai dir li€u nhay cam.
- Chinh sach giam st va kiém soat thay doi theo thoi gian
thuc.
5 Dich vu tuong lira | - Chu dong trong,; Vi’éc bvéo dam an toan dur 1i,éu.
Co so dir liéu - Str dung co ché goc dé phat hién hanh vi ba thuong va tu
dong dinh nghia chinh sach.
- B4o vé va ngan chin hanh vi trai phép tir cac ludng truy
cap vao CSDL.
- Giai phap hop nhat hd tro moi truong da nén tang.
Hé thong tudng lira duogc thiét ké, va trién khai dam bao tinh
HA (High availability): 2 thiét bi du phong chia tai.
Giam sat géc traffic dugc theo ddi thong qua man hinhﬁ quép
tri cua thiét bi tuong ltra. Tai ddy nguoi quan tri co thé thiét
) . , 1ap céc rule, kich hoat cac rule, theo doi tung rule....
Dich V utuonglua | Tinh nang Firewall.
6| .. da lop (Internal - Tinh ning URL Filtering
Firewall + Externam '
Firewall) - Tinh ndng Anti-bot.

- Tinh nang Data Loss Prevention.
- Tinh nang Antivirus.

- Tinh nang Application Control.

- Gidm sat va theo doi 24/7.
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Stt

Noi dung

Pham vi cung cflp

Dich vu phong
chéng tan cong tir
chéi dich vu (DDoS)

Giai phap hé théng phong chong tin cong chuyén dung:
- Hb trg Bang thong do quét tan cong t6i da 100Gbps.
- Hb trg Bang thong loc tan cong tdi da: 100Gbps.

Dich vu quan ly mat
khau dic quyén tp
trung cho cac tai
khoan quan tri quan
trong

Giai phap hé théng quan 1y mat khau dic quyén chuyén
dung.

- Giai phép cung cip tinh ning xac thuc ngudi dung théng
qua cac dich vu bén thir ba c6 thé duoc tich hop vao (dua
trén, LDAP hoac OpenlD / SAM) trude khi ngudi dung
truy cip vao cac giao dién gdm cong thong tin quan tri,
danh muc dich vu va quan tri.

- Bao vé mat khau dic quyén cua cac thiét bi va ing dung:
Mat khau cua cac thiét bi duoc luu trit tap trung dudi dang
ma hoa va thuat toan bam (AES-256 va SHA1) trong hé
théng quan 1y mat khau dic quyén.

- Cac két ndi trao ddi thong tin trong hé théng quan tri mat
khau dugce ma hoa theo chuan (AES-256)

Dich vu gidm sat
may chu

Dich vu gidm sat trén 1 VM

- B4o céo dinh ky hang tuan, hang quy, hang nim vé tinh
hinh st dung tai nguyén.

- Bao cédo giam sat thong qua e,mail cho khéach hang khi cé
tai khodn dang nhap vao h¢ thong.

- Thiét 1ap canh bao théng qua email cho khach hang vé
tinh trang tai nguyén Ram, CPU, HDD khi vuot trén 70%.
+ CPU, HDD (% used, available, ... )

+ Memory (% used, available, ... )

- Cung cap nhén lyc giam sat giao dién web 24/24.

+ Theo dbi tryc tiép trén giao dién Web.

+ DPanh gia dich vy bé'mg viéc st dung dich vu nhu nguoi
dung: duyét web, FTP...

- Thiét 13p va béo céo giam sat cac Gmg dung.

+ PING (tat ca cac server ).

+ Qiém sat dich vu cong (port) ddi voi timg tmg dung cu
thé.

10

Dich vu gidm sat an
toan hé thong thong
tin tap trung (SIEM)

- Thu thap, phan tich va bao céo cac su kién lién quan dén
an ninh mang tir cac nguén: may chu, firewall, IPS, WAF,
threat intelligence, deep security, F5...

- Dit liéu duogc thu thap duoc phén tich va gom nhom lai dé
tao ra cac bao cdo chi tiét vé cac sy kién an ninh.

11

Dich vu phong chong

- Phat hién, ngan chan va phan g lai céc cudc tan cong
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Stt

Noi dung

Pham vi cung cﬁp

phan mém ddc hai
trén moi truong
mang

ctia nhitng ké tdn cong c6 chu dich, tién tién va kién nhan
(APT).

- Phat hién mdi de doa mang: su dung cac k¥ thuat phan
tich mang va phat hién moi de doa dé phat hién cac cudc
tan cong mang phirc tap, bao gdm céac cudc tin cong cé chu
dich APT.

- Gidm sat va phan tich luu lugng mang: gidm sat va phan
tich luu lvgng mang dé phat hién céac mbi de doa mang tiém
nang va dua ra canh bdo kip thoi.

12

Dich vu sao luu va
phuc hoéi dir licu

Cho phép nguoi dung sao luu may 4o thanh cac ban chup
(snapshot) theo ké hoach duoc 1ap tha cong hodc dinh ky
trude do; luu trir ban chup (snapshot) dugc tao ra dya theo
thong tin vé thoi diém tao; sao luu may ao thong qua cong
thong tin quan tri hodc CLI; khoi phuc may ao tir ban chup
(snapshot):

- Sao luu/khodi phuc may 4o yéu cau may 4o sao luu it nhat
07 phién ban khac nhau va phai khoi phuc may 4o tir ban
chup (snapshot). Do d6, giai phap sao luu phuc hdi dit liéu
Disk to disk to tape s€ dam bao dir li¢u dugc sao luu trong
30 ngay.

- Giai phap snapshot trén hé thong ti SAN (SAN to SAN)
cac may ao theo co ché (Full backup).

Giai phap sao luu cung cip ving luu trir dé chira cac ban
sao dir liéu backup dua trén gidi phap luu trit n Node
Cluster:

- T6 chirc cac nodes luu trit dir liéu theo md hinh cluster n
nodes (c6 thé mé rong trong méi trudng SAN) dy phong
chia tai.

- Kién trac Unified — hd trg dong thoi SAN (8/16Gbps) va
NAS (1/10Gbps).

- Kha ning mo rong dung luong 1én dén hang PB.

- Van hanh 24/7/365, khong downtime mdt gidy phit nao
(Zero-Downtime).

- Dt liéu duoc di chuyén linh hoat qua lai gitra cac nodes
lwu trir. Pap tmg nhu ciu ning cip mo rong, bao tri bao
dudng linh hoat, khong lam gidn doan truy nhép dir li¢u.

- C6 su hd tro xir 1y su ¢d (néu o) tir chinh hing trong qua
trinh van hanh cung cép dich vu.

13

Dich vu phong chéng
ma ddc trén may chu

Kiém soat an ninh dau cudi, cung cap nén tdng bao mat
toan di¢n cho may chu, gitp don gian hda hoat dong bao
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mat:

- Do quét va phat hién malware theo thoi gian thuc va két
hop chit ché kha ning xoa sach dé gitp g& bo ma doc va
sira lai hé thong gap nguy hiém.

- Két hop cong nghé rule-based va pattern-recognition dé
phat hién malware hi¢u qua.

- Kha niing phat hién va tiéu diét malware iy nhiém qua 3
con duong lay nhiém truyén thong: file (File Anti-Virus),
web (Web Anti-Virus), mail (Mail Anti-Virus).

- Cung cép dich vu hd tro tir hang 24x7.

- Ty dong do quét va xac dinh cac 16 hong bao mat trén
may chu.

- C6 kha nang tich hgp dugc véi hé théng phan tich ma déc
chuyén sau (APT).

Giai phap phong chdng that thoat dir liéu DLP (Data loss
prevention) chuyén dung:

- Str dung chtrc ning phong, chdng thét thoat dir liéu duoc
tich hop trén thiét bi/san phim bao mat stir dung trong hé

théng.
" Dich vu phong chéng ;i:l“}lnf:t l(aig cauv hl;’l’h tuofngﬁlua EI@ dlreu h'c}nh Eﬁfly chu co‘r SO
that thodt dit lidu & li€u dé quan ly truy cap gitta cac may chu trong cung

mot vung mang.

- C4u hinh ting cudng bao mat cho Hé diéu hanh va Co
s& dir liéu.

- c4u hinh ting cudng bao mat cho cac may tinh quan trj
co s¢ dir liéu, may tinh phuc vu hoat dong nghié¢p vu xir
ly dir ligu.

4. Thoi gian thué dich vu: 12 thang.
5. Thoi han nhan bao gia: Trudc ngay 17/01/2026.

~ 6.Dia diém giri hd so, so6 dién thoai lién hé: So Khoa hoc va Cong nghé,
S6 244 Dién Bién Phu, Phuong Xuan Hoa, Thanh pho H6 Chi Minh./.
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